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fournir des ressources informatiques à la demande sur Internet avec une tarification au coût par utilisation.
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Mariadbattal 308 aad @i 1

al iy Sl 3 MariaDB by sacd anla cuii Debian e 4kl iy lag
Sy Gaathy, Sul ) e e\qs;hﬁd Lavad MariaDB <lily 3acld anla slae) g
80 5 Al yal (Sl 31 A JAU Ll (5 545 43Sy Cusy MariaDB (5SS 5 Cas
sacl o aaiey 40 (Jlad (S5 4aladinl 4 5 pall (Y15 shall o sda ¢ Sl

f AU eV alasiuly gy (Janll 38 i 0 iy

#apt install -y mariadb-server

root@debian: /home/melissa# apt install -y mariadb-server

Lecture des listes de paquets... Fait
Construction de 1'arbre des dépendances... Fait
Lecture des informations d'état... Fait

Les paquets supplémentaires suivants seront installés :
galera-4 gawk libcgi-fast-perl libcgi-pm-perl libconfig-inifiles-perl libdaxctll
libdbd-mariadb-perl libdbi-perl libfcgi-bin libfcgi-perl libfcgi@ldbl
libhtml-template-perl libmariadb3 libndctl6é libpmeml libsigsegv2
libterm-readkey-perl liburing2 mariadb-client mariadb-client-core mariadb-common
mariadb-plugin-provider-bzip2 mariadb-plugin-provider-1z4
mariadb-plugin-provider-lzma mariadb-plugin-provider-1zo
mariadb-plugin-provider-snappy mariadb-server-core mysql-common pv rsync socat

Paquets suggérés :

Mariadb <wii:6 JSd

PR 5 g0 AalS 5 ULy Bacl LAY MySQL Aeals () Jsaall Jamnds o 585 5
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T o Cela permet de visualiser les informations relatives aux

utilisateurs MySQL, ce qui est utile pour gérer les autorisations
d'acces et les parameétres de sécurité

root@debian: /home/melissa# mysql -u root -p

Enter password:

Welcome to the MariaDB monitor. Commands end with ; or \g.

Your MariaDBE connection id is 31

Server version: 10.11.6-MariaDB-0+deb12ul Debian 12

Copyright (c) 2000, 2018, Oracle, MariaDB Corporation Ab and others.
Type 'help;' or "\h' for help. Type '\c' to clear the current input statement.

MariaDB [(none)]> SELECT user,authentication_string,plugin,host FROM mysql.user;

[ ey g gy F . +
| User | authentication_string | plugin | Host |
SR Sy S S +
| mariadb.sys | | mysgql_native_password | localhost |
| root | invalid | mysql_native_password | localhost |
| mysql | invalid | mysql_native_password | localhost |
[ ey g gy F . +

3 rows in set (0,088 sec)

MariaDB [(none)]> ALTER USER root@localhost IDENTIFIED VIA mysql_native_password;
Query OK, @ rows affected (@,021 sec)

MariaDB [(none)]> SET PASSWORD = PASSWORD('P@ssw@rd@@lz23');
Ouerv NK B rows afferted (0 AAR <ac)

Mariadb 4¢>/s:7 JSll

1 ZabbiX A ) dajad) culii g Ja 35 el o 3.1

P AUl el ol aladiin) liSay ¢ Debianalas

#wgethttps://repo.zabbix.com/zabbix/6.4/debian/pool/main/z/zabbix-
release/zabbix-release 6.4-1+debian9 _all.deb
# dpkg -i zabbix-release_6.4-1+debian9_all.deb
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Cela permet de visualiser les informations relatives aux utilisateurs MySQL, ce qui est utile pour gérer les autorisations d'accès et les paramètres de sécurité
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root@debian: /home/melissa# wget https://repo.zabbix.com/zabbix/6.4/debian/pool/main/z/Z
abbix-release/zabbix-release 6.4-1+debian12_all.deb

--2024-05-14 13:50:08-- https://repo.zabbix.com/zabbix/6.4/debian/pool/main/z/zabbix-1
elease/zabbix-release_6.4-1+debianl2_all.deb

Résolution de repo.zabbix.com (repo.zabbix.com).. 178.128.6.101, 2604:a2880:2:d@::2062:d@
21

Connexion a repo.zabbix.com (repo.zabbix.com)|178.128.6.1@1]:443.. connecte.

requéte HTTP transmise, en attente de la réponse.. 200 0K

Taille : 354@ (3,5K) [application/octet-stream]

Sauvegarde en : « zabbix-release_6.4-1+debianl2_all.deb »

zabbix-release_6.4-1+ 10@%[========================3] 3,46K --.-KB/s ds @s

2024-95-14 13:50:09 (43,6 MB/s) — « zabbix-release_6.4-1+debianl2_all.deb » sauvegardé
[3540/3540]

S 4 phns i8S

ULl 530 3 Zabbix ddawl s 4l @Y1 Uil saeld pacaly o8 o
daladl Clalac ) sl MySQL 2 el 31 o dgal 5 ) JEBY) 5 W slis) 25
DAl ) sYL

# zcat /usr/share/zabbix-sql-scripts/mysql/server.sql.gz | mysql --default-
character-set=utf8mb4 -uzabbix_user -p zabbix_db

POl Se AU e (Sl ) ading

Anlnl) o su ) o LaS) 5 leldad (DLl aas e Js3as 1 SEIVErRAL o
A e camy e Al el aSai s g jad

g i Ol aedhg ¢ aldl je ) h Sl JS e < agentdSsl e
ZI5aY

Gkl Baadhy e ol dgal g JYA e canid 1 front endeadivadl dgals o
bl Goal e e a5 (Al a syl
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root@debian: /home/melissa# apt install -y zabbix-server-mysql zabbix-frontend-php zabbi
¥x-nginx-cont zabbix-sql-scripts zabbix-agent

Lecture des listes de paquets... Fait
Construction de 1'arbre des dépendances... Fait
Lecture des informations d'état... Fait

Les paquets supplémentaires suivants seront installés
fping libevent-core-2.1-7 libevent-pthreads-2.1-7 libmodbus5 libodbc2 libopenipmi@
libssh-4 nginx nginx-common php-bcmath php-fpm php-ldap php8.2-bcmath php8.2-fpm
php8.2-1dap snmpd

Paquets suggérés
odbc-postgresql tdsodbc fcgiwrap nginx-doc php-pear snmptrapd zabbix-apache-conf

Les NOUVEAUX paquets suivants seront installés
fping libevent-core-2.1-7 libevent-pthreads-2.1-7 libmodbus5 libodbc2 libopenipmi@
libssh-4 nginx nginx-common php-bcmath php-fpm php-ldap php8.2-bcmath php8.2-fpm
php8.2-1dap snmpd zabbix-agent zabbix-frontend-php zabbix-nginx-conf
zabbix-server-mysql zabbix-sql-scripts

@ mis & jour, 21 nouvellement installés, @ a enlever et @ non mis a jour.

I1 est nécessalre de prendre 22,7 Mo dans les archives.

Aprés cette opération, 68,8 Mo d'espace disque supplémentaires seront utilisés.

ptiiocall dga/ gl g Al g JuS ol il 29 JSL)

toSal ) (02 955.2

Bal8 (5855 pala (55 D B Ly st o Sl S (055 llee (i
Clpaied) S5y il e 3 e 5 ) ) o eDSy 0 Si, iy
Baanall elilaliiay 18 5 el clel jaY)
A 5eYL . Zabhix Al (585 Cale oy S o8

# nano /etc/zabbix/zabbix_server.conf

P Sl sleall o3gy Calall Jamilly o o83

NomDB=zabbix_db

DBUser=utilisateur_zabbix

DBpassword=P@sswOrd0@123

ZooA) s Jmilly o8

L oalall adall alall [P ) sie S5 oY)
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server ({
listen 80;
server_name 192.168.1.41,;

el a IS B IP g0 10 JEL

e alasinly dessll Js el Y1 o

# systemctl restart zabbix-server zabbix-agent nginx php8.2-fpm

il Alee ey gl beaia ) JEEYL 5 Y1

ZABBIX Configurer la connexion a la base de données

‘eiullez créer la base de données manuellement et configurer les paramétres de connexion. Appuyez
sur le bouton "Prochaine étape” quand c'est fait.

Bienvenue

verification des prérequis Type de base de données | MySQL hd

Configurer la connexion & la base de Hite base de données | localhost

données

Parameétres Port de |la base de données | O 0 - utiliser le port par défaut

Résume pre-installation Mom de la base de données | zabbix_db

Installer
Stocker les informations diidentification dans Texte brut Cofire HashiCorp Coffre CyberArk
Utilisateur | zabbix_user

Mot de passe | sssssssssssss

Chiffrement TLS de la base de données Le

Eetour

Gl sseld Juail (985 217 JSLN

CyberArk est idéal pour les grandes entreprises cherchant a sécuriser et gérer les acces privilégiés dans
des environnements complexes

Haship Vault est mieux adapté aux environnements modernes
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<

@  Hmelissacom:Zabbix X | +

- C O & 192168.1.41 0% 1%

ZABBIX

Hom ouflssieur
Mot de panse

| M rappeler foutes les 30 jours

S'emegsver

ﬁwf Ja—’/ 12 M/

@ A melissa.com: Tableau de X +

&« (@] O 8 192.168.1.41/zabbix.php?action=dashboard.view 50% Yy @

ZABBIX Bl Global view

Information systeme

176) |

zamn worw (i noew 011 u 2
Zabbix server
Values per second

Top hosts by CPU utlization

Probiems by severity Carte geoqraphique

- 1 . -

[20:rm_maroen]

Disponibilite de I'Mote

1
e

Current prodlems

[z cxcomscmern erewn]
[oare Coigetiaes ]

20:.

Paris

Sl el ] prdeaia:]3 JSL)
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110 Jedbyg Ao ASuddl 48) .3

A pa 30 10 gliliy (Ao Sl JSy @i 1.3

U s iy s Sl gm con Sy S5 U5 5550 i
Sl ) AT P ) sie JBS) &k oo Windows 10 Sl

Zabbix Agent service configuration
Please enter the information for configure Zabbix Agent ZA B B I x

Host name: |MELISSA

Zabbix server IP/DNS: |192.168.1.41

Agent listen port: I1DUSU

Server or Proxy for
active checks:

|127.0.0.1
[ ]Enable PSK

[] Add agent location to the PATH

Sl j S 14 S
oSl ) Ao cuaal) ¢LAG) 2.3

Juny) WiSey @llia (a5 "WINAOWS" aul Letle (3l de gane oLl Vol fayia

3 Ol (A Il Culall bl il de sandl) ) el 5 L) 53 5ea) )

ranll [P Ol sie Canmi o33 pdlaa Ui (Sl ) JiS 5 agedl ) e Dlanll Loy 5 LiCay 4

COIAN Jie palie Lo (5 siag B3 s Gakai ¢ 105005 daendly Sleadl Loy ) 3 jae

zasaill U5 3 e Y) (e (e g il enih 48 jah il g o3a caBl gl & Al o sma Sl
c oSl ) JiS s aladiiy s s e Uliee ae iy (52
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Hote

Nom wisible

Modeles

Sélectionner

* Groupes dhites m Sélectionner

Agent ‘ 192.168.1.47) u DNS || 10050 .

Description

I o | | Coppmer ] (o]

"hote "duiall 115 JSLl

16D g an Jalai g

I3 ) BV cam ) by (i pe) Y] Al dgal 5 ity oSl
5y gemy S ool Jidail cillaladiall 5 bl o gua ) (46 A siie Ao gana paly Sl
58 o ela¥) colalat) Jidad iy (Sl ) o &iall i gl A8 e ) ALYl Ay peay

ral) (e Ll A dyia )
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Physical disks discovery: 0 C: F.: Disk average queue length

Physical disks discovery: 0 C: F.: Disk averapge waiting time

Physical disks discovery: 0 C: F:: Disk readfwrite rates

Physical disks discavery: 0 C: F:: Disk wilization and queue

Mounted filesystem discovery: DATAIF): Disk space usage

Network meerfaces discovery: interface Genenc Mobile Broadband Adapter(Cellulaire): Network traffic
Network merfaces discovery: interface intel(R) Dual Band Wireless-AC 8265(Wi-F): Network traffic
Network mterfaces discovery: interface intel(R) Ethernet Connection (4) 1219-LM(Ethernat): Network traffic
Network meerfaces discovery: interface Kaspersky Secunty Data Escort Adapter(Ethemet 2): Network traffic
Mounted filesystem discovery: Os(C:): Disk space usage

windows by Zabbix agent: Windows: CPU jumps

Windows by Zabbix agent: Windows: CPU usage

windows by Zabbix agent: Windows: CPU utikzation

windows by Zabbix agent: Windows: Memaory utilization

Windows by Zabbix agent: Windows: Swap usage

da ) Sl i 2216 JSL

Al 2 g ) 22014

jolaig) (CPU) &3S 10l dxllsall 5a>g platiul o

Windows: CPU utilization

=3 =3 = = pd = = =2 5] = = = = = 2 = = = = 3 = = 3 &
w= = = = = = = 4 = = = B = = = = = = = = = = = =
2
=

demier min moy max
B windows: CPU utilization [moy] 20.6327 % 10.2296 % 30.3957 % 97.9054 %
© Deéclencheur: Windows: High CPU utilization > 90]

(CPU) LS sall dallralf 5a g ilys pes 217 JSEN
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BIRPAR N KM A REN

Windows: Memory utilization

100 %

0%
o ~ - - P = ~ - - - < P - - - < . B - o - ~
L = = = = = = = = =3 = = =2 2 < < £ =7 4 A
= = o = - - - - - - - - “ w w - - ... s o - -
- = = = = = = = < = b~ = = < B4 - = = = “ = 3
-

demier min moy max
B windows: Memory utilization [movy] 85.1999 % 84.0832 % 87.4958 % 94.719S %
© Déclencheur: Windows: High memory utilization (> 90)

Clone I Anruler I

gl 59130 by 218 S

OS (C-:)u=edll Aalis pladiil o

melissapc: Os(C:): Disk space usage

[ OsiC ) Total space  [demier]
[l 0s(C ) Used space  [demier]

0S (c-:) va sl daluwa Luily 64i09:19 Jsil)
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DATA(F:)imill dalise alasiu)

DATA(F:): Disk space usage

[ OATA(F): Total space  [demier]
W DATAF): Used space  [demier)

| Clane | | Supprimer | I Annuler |

@ Wlewr: 119.14 GB (100%)
B Volewr: 170.55 MB (0.14%)

DATA(F:) s il dalse duily 5 4il3:20 JSL

A3 dgal s GiLEK) o

mollssapc: Intorfaco Intol(R) Dual Band Wiroloss-AC 8265(W1-R): Network traffic
1201
10 Moy
08 Mg
06 Mbgs
04 Mgy
02 Mgy
Oles
28 2 3 L B B B B S - - S
¥ § 3 4353233322323 4239%22%%23%33
domier mn max
1 ntertace InteXR) Oual Band Wirsless AC 8265IWhFi): B3 recolved (moy] 3541xbgs 363Kbps 13725 Kbps 104 Mbps
1B ntertace IntekR) Dual Band Wireless &C 8265Wh Rl BRs sent [moy] SL17KBgs 290Kgs 1532 Kbps 5217 Kigs
[ ntertace ntekR) Oual Band Wireless-AC 8265IW Fi): Outbound packets with wrors  [moy) 0 0 0

8 ntertace IntekR) Dual Band Whretwss AC S26S(W i Inbound packets wth errers  [moy)
[0 ntertace IntekR) Ousl Band Wreless-AC B265(W Fik: Outbound packets ducarded [ moy|
1 ntertace InteXR) Oual Band Wirekess AC 8265(Wh Fik: Inbound packets dscaded | moy)

coo
coo
coo
coo

1632

1% 2a
1% 36
16 38
.
1% 22
16 2e

2143 1626

[1]

06

04

o

0

Al dgal g by awn 1121 JSL)

37




Gl 5 8131 B 130 g Jasa 1EMEY Juadl)

G Gigan die peddiual) hadd @l Hlad] (Sl Ll yy ) gl e
Baaxia Ja gl o Cilgiil) o2 5,6 a3 ol (S ol 5 Al dpall Al 3 s
sz aS axdiual b j2h Al Caaa ol sl o) sall i) aladial 6 ea¥) 8 Jdd Jhe
gl e Gt Juyy Alal) oda Jie o€l ) el laie L) Llaia) callay
U Aaie Glagles o apiill 1 (g ging o) (Say lilla 3 ol jaulss Jie A3 S
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8 el Telegram Gk alaainly Slgnnll Jus )Y Sl ) (oS5 a4
" ghadl

& paldll  SH) i) e Telegram G cuds
Az 433,30 Ta) 5 Telegram 8 "BotFather” e &l
4 (Token) ¢S5 e dyanlls maa Gig oLy Slagdadll gLl

50eliily o 68 A3 Telegram  hiledll & 68 JBss 5 zabbix (Al el &
+ Gl IS e e LS e slaa JIA)
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* Expaation | 10s
Tramer les tags
Inclure dans le menu de 'événement

* Nom de lentrée de menu

Type de média Modéles de messages - Options

*Scnpt | var Telegram = {

nilsateur Média 1 Permissions
Média Ty voyer A ’ ut Utiliser si séwrig
Telegram -4191373999 1-7.0000-2¢00 [HENAEEN ¢
Ajyouter

Supprmer

<

Parametres ’ eur
Message {ALERT. MESSAGE]}
ParsemMode
Subyect {ALERT. SUBJECT)
To -4191373999
Token GO9B0268306 AAMSPSSVESWS YOt
Ajouter

Edition Su

Suppnmer

Suppnmer

Suppnmer

Suppnmer

N

PO Imer

ploasli Gubid o 9$5:22 JSLf

Ul £isad 2.5

Modéles de messages = Options

Type de message
Probléme

Récupération de probléme
Mise a jour du probléme
Découverte

Enregistrement
awmomatque

Ajouter

Modéle

Problem started at {EVENT.TIME} on {EVENT.D...
Problem has been resclved in [EVENT.DURATI...

{USER.FULLNAME} {EVENT.UPDATE. ACTION...
Discovery rule: {DISCOVERY. RULE . NAME]} Dev. ..
Host name: {HOST.HOST} Host IP: {HOST.IP} A...

B (oo ) G | [ ]

ACDONS

Edition
Edition
Edition
Edition

Edition

Supprimer
Supprimer
Supprimer
Supprimer

Supprimer

A N A luaz23 JSiilf
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=

£ 8

A? Zabbix_alerts

2 membres

&

was before

Host: melissapc

Severity: Information

Operational data: Current

| reported speed: 78 Mbps
Original problem ID: 7495 |, -

Problem: Linux: Load average is

too high (per CPU load over 1.5
- for 5m)

- | Problem started at 17:39:18 on

| 2024.03.21

Problem name: Linux: Load

average is too high (per CPU

load over 1.5 for 5m)

Host: Zabbix server

Severity: Average

Operational data: Load

averages(1m 5m 15m):

(9.060547 4.990234 3.355957),

# of CPUs: 1

Original problem ID: 7522

17

39

Problem: Windows: High
memory utilization (>90% for
5m)

Problem started at 17:40:52 on
2024.03.21

Problem name: Windows: High
memory utilization (>90% for
5m)

Host: melissapc

Severity: Average
Operational data: 92.16 %
Original problem ID: 7549

@ '\/Iessage

17:40

O 2

all il 30 %

9

daliowall Jilu Y 3.5

17:43 = P30 %

A? Zabbix_alerts

2 membres

: Ethernet has
changed to lower speed than it
was before

Host: melissapc

Severity: Information
Original problem ID: 7495

<

7:41

Resolved in 48s: Windows: CPU

queue length is too high (over 3
- for 5m)

- Problem has been resolved in

48s at 17:42:42 on 2024.03.21

Problem name: Windows: CPU

queue length is too high (over 3

for 5m)

Host: melissapc

Severity: Warning

Original problem ID: 7563 |, ;>

Problem: Interface Intel(R) Dual
Band Wireless-AC 8265(Wi-Fi):
Ethernet has changed to lower
speed than it was before
Problem started at 17:42:54 on
2024.03.21

Problem name: Interface T
Intel(R) Dual Band Wireless-AC |
8265(Wi-Fi): Ethernet has
changed to lower speed than it
was before

Host: melissapc

Severity: Information
Operational data: Current
reported speed: 65 Mbps
Original problem ID: 7579

@ '\/Iessage

17:42

O 2

Lalicual) Jiles 224 JSEl

4

AdlAll

sty Gl ) O s el JUSinl pays 4 oSy Sl ) Sl 2 jaa

Jie deatiall 4l e Jiady il glaall L ol 380 dginil) 4l 4 aa ) Alled g dlol
e ladll a;\‘;a@m\ Jie ) e sl cdliade il oLa) g o s<all A geu
ol G ol Sl g 51 5 deay Agadll Al (5 el Gl ) ey dilide Cliale
dal 48 Glelal M) Cpeadinall (Say danliog 4880 Gl jlad) e Jpasll
g all o Bliall 3 g Lee 6 n€ Ela ) Jsali o J dlaiaall COISE)
51 8 Gl 1550 Canly B i s U s Sla s (Sl ) cale JS AdaiDl aall 213N

Aaal) e slaall L of o381 diail) )
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JSEy il ¢l Bl 5 Gpand (A W50 e gi o G (A el Gl
Bkal Caad (el 5 A ey ol 5 s el Jlee § Aalainsl 8 Lot lisall 5 ¢ Jlad
el 5 Ll oSl Jimie = il e ¢ Sl 5 (5SS 5 i Alee J e ALl
(Jac Y15 eUadl1 5 yla) g ClSuill 481 pa & GuSa ) alasind Lpadl zepia 55
bl o3, Lo LS (auea o A4S0 dall Al ) jain) e Bliall 8 ag L
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Gl ghaall Jadd (Sl ) il dnuliall dgiadll 4l 5 Al clllaie Jalasy Al )
oar O A )lSe a4l jaaa g Admaal 83 ae, Sl g )l e B it 3305 AU
AL Al i ol

(e Bshd S @ Gl Jiadll (8 & Cus iy dpale dagia I Al )all asius
o . telegram Gk e i)l Jla )b la jlidl e 48y Sl 50 deall Gl ghas
8 et Agma Ay b Sl ) pladil 550 o o guall A A sale il Can
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En cette ere de numeérisation, Internet est crucial pour
échanger des informations, nécessitant une sécurité et une
stabilité accrues pour les données sensibles. Cette recherche
souligne l'importance de la surveillance des réseaux, explore les
fondamentaux et les protocoles de surveillance, et analyse
I'installation et les avantages de Zabbix en comparaison avec
d'autres outils. Elle documente également l'utilisation de Zabbix
avec des tests d'envoi de messages via Telegram, avec des
perspectives de tests futurs incluant d'autres applications et

centres informatiques.
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SNMP (Simple Network Management Protocol)

RMON (Remote Network MONitoring)

CMIP(Common :Management Information Protocol)

CMIS (Common Management Information Services )

CMISE (Common Management Information Service Element)
MIB ( Management Information Bases)

DoS(Disk Operating System)

TCP/IP (Transmission Control Protocol/Internet Protocol)
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CMOT (CMIP Over TCP)

10. LAN(Local Area Network)
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